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August 14, 2009 

I Six Quick Tips ~| 

Avoid An Equipment Fake-Out 

Heed The Warning Signs To Protect Yourself from Counterfeit Equipment 

by David Geer 

SMEs HAVE GOOD REASON to Seek better hardware pricing in a down economy; however, low prices are no bargain if the product is not genuine. Counterfeits may perform poorly or fail, and OEMs do not support fake products. "The use of counterfeits in the data center can result in valuable data loss and business interruption," says Ram Manchi, president of the nonprofit group AGMA (Alliance for Gray Market and Counterfeit Abatement; www.agmaglobal.org). 

So, what is a counterfeit? Counterfeit hardware has components, software manuals, or other aspects that are not authentic or that the fraudsters have materially changed since it left the manufacturer, and without authorization from the OEM, Manchi explains. 

But, the definition of counterfeit is broader. "Counterfeit means anything that is using or infringing, in any form, an OEM's intellectual property registration without the OEM's consent or authorization," Manchi says. As such, Manchi adds, counterfeit products can comprise individual components, whole parts, a finished product, the packaging, documentation, software, and even the cartons and boxes in which fraudsters ship finished goods. 

BONUS TIPS 

■ Avoid illegally produced factory overruns. Counterfeiters include factories that legally produce genuine goods and then produce unauthorized overruns of the product and sell them out the back door as the genuine item at a discount. 

"These overruns are made without the consent, knowledge, or approval of the OEM," says Ram Manchi, president of the nonprofit group AGMA (Alliance for Gray Market and Counterfeit Abatement; www.agmaglobal.org). However, because the OEM authorized the factory to make the real product, these are the hardest to distinguish from products that the OEM will support. 

"Some manufacturers in China are doing runs themselves at their own cost and selling them as genuinely approved product," says Josh Simon, director of data center services at Atlantic.net (www.atlantic.net). If the product is perfect but the OEM has not authorized the reseller or the serial numbers do not match those in the OEM database, run! 

■ Contact the OEM. 

When in doubt, simply contact the OEM. "[Some companies have] entire brand protection teams to make it simple for partners to verify equipment," says Simon. The best way to confirm the equipment is to confirm a reseller's relationship with the manufacturer. Contact the 

OEM directly. "OEMs will always happily confirm reseller status or suggest a reseller for direct contact," says Manchi. 

Here are some tips data centers should use to spot fake hardware. 

Some Prices Are Too Good To Be True 

The down economy has produced many hardware bargains as vendors lower prices to attract cash-strapped SMEs. To determine whether the price is too low to rely on, begin with standard market pricing. 

"If a product is brand new, never opened, and 50% off of any standard market price, that is impossible," Manchi says. That combination of quality and price is a clear indicator of counterfeit goods. 

As obvious as that example may be, counterfeiters are more blatant, widening the price gap beyond the unbelievable to the overtly fantastic. "Some resell products at 75 to 80% off," says Lawrence Van Deusen, national practice manager at Dimension Data (www.dimensiondata.com). 

However, the discounts do not have to be extreme to point out the possibility of forged product. "Even 10 to 15% off of manufacturer pricing is questionable," says Manchi. 

Shop from Authorized Resellers 

If the purveyor is not an authorized reseller, SMEs should question the goods, how the seller acquired them, and whether the manufacturer will offer support. "If the product is purchased from an unauthorized reseller, the OEM will usually not provide any support or replacements, as they cannot know the product condition, origins, or how it was handled outside of their authorized channels," Manchi says. 

The solution: Look for public-facing Web pages that list the OEM's authorized resellers. Most large vendors will have these. 

"OEMs provide ways to select authorized resellers based on the customer's requirements such as location or product expertise," Manchi says. 

"Meet with authorized resellers in person, find out how long they have been around, [and] ask for credentials and references," says Josh Simon, director of data center services at Atlantic.net (www.atlantic.net), a provider of managed hosting, dedicated servers, and colocation services. 

Inspect the Product 

Manufacturers offer guidelines for distinguishing genuine products. "These guidelines are available from their brand protection, safety and security, legal services, or product authentication departments," Manchi says. 

"Knock-off s are produced from unauthorized components, which are often counterfeit themselves. Such hardware may use few genuine OEM parts," Manchi says. A knock-off, produced without manufacturer consent, may carry an intellectual property rights infringement such as a mock label. 

"Counterfeiters even use correct serial number sequences or real serial numbers from older equipment, which are difficult to identify," Manchi adds. 

"Inspect the equipment and validate where it came from using serial numbers, holograms, and any shipped documentation," says Van Deusen. "If the device documentation has any misspellings, is not in English, or doesn't have trademarks, then the gear is most likely fake." Plus, Atlantic.net's Simon adds, "Check the serial number on the prod- 

uct against the manufacturer database." 

If the product sticker is not a hologram, this is a big red flag. "Look at the welds and the font colors printed on the circuit boards and compare them to ones you know are legitimate. Check part labels, bar codes, LED light colors, and screws in the same way," says Simon. [image: image2.jpg]L ages





